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Security Onion Work

Got into the Kibana docker, but no Suricata or Zeek docker that | could find

kibanagkibana:~5 1s

LICENSE.txt NOTICE.txt README.txt bin config custdashboards dashboards
kibana@kibana:~$ 1s node

LICENSE bin 1include 1ib share

kibanagkibana:~5 exit

:- S sudo docker exec -it so-kibana bash

Think Elastic Fleet may be the problem, so in Kibana looked at the fleet for our environment

Fleet ubuntu-vm-sensor-122

Agent details Diagnostics
Agentpolicies  Enrollment tokens Datastreams  Seitings

Status @) - Agentpolicy @ -  Upgrade available

® Healthy @ e Unhealthy @ e Updating @ e Offiine @

Agent palicy Version Actions

8.8.2

Healthy 41 seconds ago 8.8.2

There are no log messages to display.

Haalthy 25 seconds ago B.8.2

WE per page: 20w




Security Onion Work

ElasticFleetremoved exclusions known_hosts, known_services, conn-summary

» elasticfleet B w elasticfleet
Current Grid ¥alue Current Grid val
» logging el logging ——
-
capture_loss D ETELTES

» zeek cluster ¥ zeek cluster

console
cConn-summar
¥ ecat_arp_info
cansole

» elasticsearch
» elasticsearch

Also added the IPs to fleet since they were not already in there

Ent Grio Value

6.87.151.1/24

6.87.153.113
heavynode 6.87.153.1/24

10.0.1.1/24
aa : 52.135.80.120




Additional Contributions

Group Work

SIEM Tool

PowerCyber Testbed Environment

Simulated Power Grid




Zeek Logs Refresh rate {5m,10m}

Suricata Logs Close To Real Time

Attack Classification

Benign or Malicious Event

JSON
Initial access
> DC> Orange

Attack Navigator Export File
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